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(1) LURMSIBIk DAG BEMX A6, 8% EFEmE NATIHAS, & HEEER

BHE via SLESES rport FER, WITF



NATEES

NAT SEATE [ NAT v |
SEEeY Via @ FARIEHE O NATHBHE
AT Contact FARIiBHE ® NATHEHE
SDPiBHE ® zamithir O NATHERE

&% Register HE, FEBEREEMN Via LiFHhEETI8EEM rport B5:

REGISTER sip: 124.40 . 120.188 : 5060 SIP /2.0

Via: SIP/ 2.0 / UDP 124.42 . 4.203 : 15500 ;branch = z9hG4bK - d8754z -
1049ed261d2e643d - 1 --- d8754z -;rport

Max - Forwards: 70

Contact: < sip: 19988888888 @ 192.168 . 2.65 : 12344 ;rinstance =7cd1c532e92fdb0e > ;
expires =

To: " 19988888888 " < sip: 19988888888 @ 124.40 . 120.188 : 5060 >

From: " 19988888888 " < sip: 19988888888 @ 124.40 . 120.188 : 5060 >;tag =203ba359
Call -ID: Yzc4N2IwMzY50WU4MTdkMzYONWY40OWU3NjMzNmJiM2U.

CSeq: 1 REGISTER

Allow: INVITE, ACK, CANCEL, OPTIONS, BYE, REFER, NOTIFY, MESSAGE, SUBSCRIBE, INFO
User - Agent: eyeBeam release 1105a stamp 56793

Content- Length:

(2) AMIRSZH|WEIBERERR, BLorlsKIR SIP HEA NAT A,
FESEMMN SIP iR EER received ] rport FREWHLZFin, WNHIFHAIZR

EXZEIEY NAT B9 Rt (124.42.4.203) FiwE (15500)

SIP /2.0 200 OK

Via: SIP /2.0 / UDP 124.42 .4.203 : 15500 ;branch = z9hG4bK - d8754z -
1049ed261d2e643d - 1 --- d8754z - ;rport = 15500 ;received = 124.42. 4.203

From: " 19988888888 " < sip: 19988888888 @ 124.40 . 120.188 : 5060 >;tag = 203ba359
To: " 19988888888 " < sip: 19988888888 @ 124.40 . 120.188 : 5060 > ;tag= 0005 - 058 -
7d6dc90516ae2e21

Call - ID: Yzc4AN2IwMzY50WU4MTdkMzYONWY4OWU3NjMzNmJiM2U.

CSeq: 4 REGISTER

Allow: INVITE,ACK,OPTIONS,BYE,CANCEL,REGISTER,INFO,UPDATE,PRACK,REFER,SUBSCRI
BE,NOTIFY,MESSAGE

Contact: < sip: 124.40 . 120.188 : 5060 >

Content - Length:



(3) IREBEWEINER 2000K (58S, M rport # received FEREFKEY NAT A%
HEFIR O, R\EZ/ER SIP HENSEXABERFANA IP MigO. WMT7,
Contact SLERHEHITIRAY 124.42.4.203:15500, FaN#T &R REGISTER (SR H:

REGISTER sip: 124.40 . 120.188 : 5060 SIP /2.0

Via: SIP /2.0 / UDP 124.42 . 4.203 : 15500 ;branch = z9hG4bK - d8754z -
1049ed261d2e643d - 1 --- d8754z - ;rport

Max - Forwards: 70

Contact: < sip: 19988888888 @ 124.42 . 4.203 : 15500 ;rinstance =7cd1c532e92fdb0e >
;expires =

To: " 19988888888 " < sip: 19988888888 @ 124.40 . 120.188 : 5060 >

From: " 19988888888 " < sip: 19988888888 @ 124.40 . 120.188 : 5060 >;tag = 203ba359
Call - ID: Yzc4AN2IwMzY50WU4MTdkMzYONWY4OWU3NjMzNmJiM2U.

CSeq: 2 REGISTER

Allow: INVITE, ACK, CANCEL, OPTIONS, BYE, REFER, NOTIFY, MESSAGE, SUBSCRIBE, INFO
User - Agent: eyeBeam release 1105a stamp 56793

Content - Length:
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2. STUN FERE:
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-BRSSEEAI—FREININ, B RFC 3489 BX, ZIMNEN T —EHEER, KiKL
7379 Request/Response, XMMUEBRIFARABUERNLT NAT BBHIZZEH
FHziEEZ UDP BEE. BT NAT EHNEF KB SHAMIBIELAR NAT
AIXAN = FimAY A 0 is O 48 E RIXS Shim O

FIF STUN % ARSEI NAT ZF&E, BRFEBE— STUN server (tBaTLiks

Z5H9 STUN server) , AIS1EIRE EBLE STUNserver thitRP AT,



NATEFRE

NAT SFiEF= | [sTun | v

ISR EER 60 |s
| STUNERSRSi=ht |stun.voipstunt.com | |

STUNEBS R0 13478 |

Sy via ® FARTHBEE NATH#EE

M B4y Contact FAFTHELE ® NATHESE

SDPHENL O FAEHBLE ® NATHESE

KlE=2 2 o4 =

SIPFEEE

STUNJR 525 i B A AT 528, W b 2 1m, 2 AN GRALE
BEA~STUNAR S5 a3 & AT LAPR L IERAAY HhE, BiE8iTZ5%

STUN SEHFERE:

(1) F/E STUN 5, REFAZFin, 281/ SIP imOfMABR RTP ixO4E STUN
ARS8 & STUN IRIE S ;

(2) RSB EIEEMLLEERBETIRFAMEMNSER NAT it fis 0 ;

(3) BHBRICRRIFIIMAY NAT iBIEER

(4) RFUWEI STUN BRF|[MALEREENICR NAT 2K IP fliwA;

(5) REERLER SIP #R3ZE contact SLFERF SDP FERESBEMIET A MIHBIL;

(6) BRESERMF STUN IR, AT NAT RERFHRE.

FFE STUN IR3GEMERWN T :

- Time Tower Dertinatiom ol Length Infs

| 10.000000 172.19. 211,183 §.5.0.8 78 Standard query @xabbl A stun.voipstunt.com DNSHE BT STUNIR 7% &5 22y
20,0019 8.8.8.8 172,19.211.10) s 142 Standard query response Bxatbl A stun,volpstunt.cos A 77.72.169.218 A 77.72.169.212 A 77.72.169.211 A 77.72.163.213
3 0.034888 172.19.211.10) 77.72.169.210 o TTBTaTng Request

‘ 40.20915 77.72.169. 219 172.19.211.103 ST 98 Binding Success Response MAPPED-ADORFSS: 113,88.136.,208:2247

|4 54202662 172,19.211.183 77.72.169.210 STUN 74 Binding Request FISTUNIM % 28 TR EINATI 2R (1 A0 b it
64,2458 172.19.211.103 112.74.215. 213 i B58 Request: UPTIONS S1p:Peartoeatyiiz. 74,215, 413: 5060 |

| 7423093 172.19.211.183 112.74.215.213 s1p 765 Request: REGISTER 24p:112.74.215.213:5060 (remove 1 binding) |

|1 84,0008 112,74.215.21) 172.19.211.103 stp 353 Status: 200 O€ |
9 4.200986 112.74.215.213 172.19.211.10) s1p 322 Statys: 200 OX (1 bicding) |

[ 102,008 n.nas.0e 172,15, 211.103 98 Binding Success Response MAPPED-ADDRESS: m.a.m.m:mﬂ “Emlb\ﬂm
11 4.604721 122.19.211.183 112.74.215. 213 feqvest: 3P i DInding

| neannn 112.74.215.213 172.19.211.103 303 415 Status: 481 Unauthorized |
1) 4757250 172,19.211.18) 112.74.215.21 stp 767 Request: REGISTER sip:112.74.215.213:5062 (1 bindlng) | | FEiHNS

| 147638 112,74.215.213 172,19, 211,103 sp 390 Status: 200 O (1 birding) |

[+ Frome 10: 98 bytes on wire (784 bits), 98 bytes captured (784 bits)
Etheenet 11, Sec: S4:2b:de:baef:ff (S4:2:debazef:#F), Dst: Dinstarl _30:45:0c (F8:a0:3d:30:45:0¢)
Internet Protocol Version 4, Src: 77.72.169.210, Dst: 172.19.211.183
User Datagran Protocol, Sec Port: 3478, Dst Port: 5068
v Session Traversal Utilities for NAT
[Reguest In: §
[Tise: 0209721000 seconds]
Message Type: 22101 (8inding Success Response)
Message Length: 36
Message Cookle: 21120442
Vessage Transaction ID: 205¢9e5272)3a74950821550
v Attridbutes
~ JAPPED-AQORESS: 11).88. 106, 200:20478 300 A o /N 3
Attribote Type: MAPPED-200RESS (0x@dd1) WA A e R
Attribute Length: 8
Reserved: 99
Protocol Family: IPW (x81)

1P: 113.88.136.200

SOURCE_ADORESS (Deprecated): 77.72.169.210:3478

FUMICEN ANMECC (fanmarsbadls T1 T3 128 M1.24%



Xe. Tine Source Destination Protecel Length Info

1 ©.000000 172.19.211.103 8.8.8.8 DNS 78 Standard query ©9xa6bl A stun.voipstunt.com
2 0.020119 8.8.8.8 172.19.211.103 DNS 142 Standard query response ©@xabbl A stun.voipstunt.com A 77.72.169.
3 0.034888 172.19.211.103 77.72.169.210 STUN 74 Binding Request
4 0.242915 77.72.169.210 172.19.211.103 STUN 98 Binding Success Response MAPPED-ADORESS: 113.88.136.200:22478
5 4.202662 172.19.211.103 77.72.169.210 STUN 74 Binding Request
6 4.234523 172.19.211.103 112.74.215.213 SIP 668 Request: OPTIONS sip:heartbeat§l12.74.215.213:5060 |
7 4.234934 172.19.211.103 112.74.215.213 SIP 765 Request: REGISTER sip:112.74.215.213:506@ (remove 1 binding) |
8 4.240866 112.74.215.213 172.19.211.103 SIP 353 Status: 200 OK |
9 4.240986 112.74.215.213 172.19.211.103 SIP 377 Status: 200 OK (1 binding) |
18 4.412383 77.72.169.210 172.19.211.103 STUN 98 Binding Success Response MAPPED-ADDRESS: 113.88.136.200:22478
| 11 4.694721 172.19.211.103 112.74.215.213 SIP 580 Request: REGISTER sip:112.74.215.213: nding
12 4.783377 112.74.215.213 172.19.211.103 sIP 415 Status: 401 Unauthorized |
13 4.757250 172.19.211.1083 112.74.215.213 SIP 1 binding) |

14 4.763298 112.74.215.213 172.19.211.1083 s1P 390 Status: 200 OK (1 binding)

Frame 11: 580 bytes on wire (4640 bits), 588 bytes captured (4640 bits)
Ethernet II, Src: DinstarT_30:45:0c (f8:a0:3d:30:45:08c), Dst: 54:2b:de:ba:ef:ff (54:2b:de:ba:ef:ff)
Internet Protocol Version 4, Src: 172.19.211.103, Dst: 112.74.215.213
User Datagram Protocol, Src Port: 5068, Dst Port: 5060
Session Initiation Protocol (REGISTER)
Request-Line: REGISTER sip:112.74.215.213:5060 SIP/2.0
v Message Header
Via: SIP/2.0/UDP 172.19.211.103:5860;rport;branch=29hGAbKnKFS8HZDgHF6F
Max-Forwards: 70
From: <sip:203§112.74.215.213:5060>;tag=3NrF2UQBaZadp
To: <sip:203@112.74.215.213:5060>
Call-ID: 36169d7d-9590-1238-1480-f8a03d30450¢
CSeq: 13417077 REGISTER —_ e "
Con:n(t: <s1p:203@113.88.136.200: 22478 ; transport=Upp> CONTACT WrSTUN %% B ki) dthuht
Expires: 65 .

<
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